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Introducing	mobile	traffic	data	
Context	and	collec$on	

1	
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“ 

“ 
Context	(I)	

•  The	surge	of	mobile	ac2vity...	
Who	doesn’t	own	a	smartphone	today?	
à	Mobile	devices	popularity	rises	them	to	status	symbols	
à	Mobile	apps	and	services	are	driving	societal	changes	

•  ...and	some	collateral	effects	of	our	interest	
L		Digital	ac$vi$es	are	easily	tracked	and	recorded	
J		Such	rich	datasets																																																																		
represents	a	unique																																																															
opportunity	to	monitor																																																								
human	behavior	at																																																																			
huge	spa$otemporal																																																																	
scales	
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Context	(II)	
•  Relevance	of	mobile	traffic	data		
– Mobile	service	providers	

•  new	service	models,	e.g.,	LBS	
•  tailoring	of	services	(and	ads)	to	users	
•  reselling	of	(aggregate?)	data	to	third	par$es	

– Mobile	operators	
•  huge	challenge	in	accommoda$ng	the	demand	
•  understanding	subscribers	can	entail	beWer																															
network	design	and	resource	management	

–  Research	community	
•  mul2ple	disciplines:	studies	can	be	run	at	scale																																				
on	very	large	popula$ons		of	individuals																																									
(impossible	with	tradi$onal	approaches)	

6 

huge	survey	

US	behaviorally	targeted	
online	ad	spending	(08–14)	

C-RAN,	SDN,	NFV	
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Mobile	traffic	data	collec2on	(I)	
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client-side	 operator-side	
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Mobile	traffic	data	collec2on	(II)	
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A 

RNC	probes	
Monitor	signaling	related	to	Radio	
Resource	Control	(RRC)	opera$on.	
Fine-grained	state	changes	at	each	
mobile	device,	e.g.	
•  aWach	and	detach	opera$ons	
•  start	and	conclusion	of	sessions	
•  all	HO	and	LU	events	
Plus,	record	key	performance	
indicators	on	data	transmission,	
such	as	the	uplink	and	downlink	
throughput	experienced	by	devices.	

J	maximum	posi$oning	precision 
L	not	supported	by	all	equipment		
							large	number	of	probes	
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Mobile	traffic	data	collec2on	(III)	
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MSC	probes	
Similar	to	RNC	probes,	but	only	in	
the	circuit-switched	(CS)	domain.	
Same	type	of	informa$on	as	RNC	
probes,	but	
•  limited	to	voice/tex$ng	
•  missing	informa$on	on	events	

managed	locally	by	RNC,	e.g.,	
intra-RNC	HO	

J	fair	posi$oning	precision	
							fair	number	of	probes	

L	only	voice/tex$ng	informa$on		
	
	

B 
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Mobile	traffic	data	collec2on	(IV)	
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GGSN/PGW	probes	
Monitor	data	transi$ng	by	packet-switched	(PS)	domain	gateways	in	
order	to	reach	the	Internet.	For	each	data	traffic	session	of	every	
device,	record	Packet	Data	Protocol	(PDP)	Context	informa$on:	
•  device	iden$fier	
•  session	start	and	end	$me	
•  traffic	volume	
•  type	of	service	(at	different	levels	of	detail,	from	transport	

protocol,	to	service	type,	up	to	precise	applica$on)	
These	probes	can	also	store	device	loca$ons,	corresponding	to	the	
cell	where	the	device	last	updated	its	PDP	Context	from.	They	
monitor	Authen$ca$on,	Authoriza$on	and	Accoun$ng	(AAA)	
procedures	triggered	by	PDP	Context	updates	passing	by	GGSN/PGW.	

J	detailed	informa$on	on	IP	traffic	
							very	large	areas	(e.g.,	countries)	covered	by	a	few	probes 

L	no	voice/tex$ng	informa$on	
							stale	view	of	device	loca$on	(infrequent	PDP	Context	updates)	

C 
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Mobile	traffic	data	collec2on	(V)	
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CGF	probes	
Monitor	informa$on	stored	for	billing	
purposes,	i.e.,	so-called	Call	Detail	
Records	(CDR).	These	include,	for	
each	device	ac$vity:	
•  device	iden$fier	
•  start	(and	possibly	end)	$me	
•  cell	where	the	ac$vity	starts	(and	

possibly	ends)	
•  type	of	ac$vity:	voice,	tex$ng,	data	

(possibly	including	traffic	volume)	
In	some	rare	cases,	these	probes	can	
also	record	HO	informa$on.	

J	typically	one	single	probe	
							readily	available,	well	formaWed	
							acceptable	posi$oning	precision		

L	no	precise	traffic	informa$on	

D 

M.	Fiore	–	Mobile	Traffic	Data	Analy$cs	 AlgoTel	|	May	25,	2016	



Mobile	traffic	data	collec2on	(VI)	

•  Takeaway	messages	
–  Not	all	mobile	traffic	datasets	are	created	equal!	
–  The	quality	of	mobile	traffic	datasets	is	increasing	

•  new	probes,	more	extensive	deployments	in	both	RAN	and	CN	

–  The	availability	of	mobile	traffic	datasets	is	growing	
•  operators	become	more	open-minded	
•  challenges	are	great	occasions	to	access	data!	

	

•  Caveat	
–  Here,	we	are	only	considering	“half	of	the	world”	

•  client-side	mobile	traffic	data	is	an																																																										
equally	rich	source	of	knowledge	

12	

12 

MIT	Reality	Mining	
Nokia	Mobile	Data	Challenge	

MicrosoU	GeoLife	
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A	literature	classifica2on	
Considering	works	with	operator-side	data	

2	
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Literature	classifica2on	

•  A	highly	mul2disciplinary	research	field	
– Mobile	traffic	data	is	used	in	many	domains	(with	overlaps)	

14	
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Social	analysis	
And	land	use	detec$on	

3	
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Social	analysis	(I)	

•  Rela2ng	mobile	traffic	and	social	features	
–  Physics,	sociology,	epidemiology,	networking	

16	

16 

Social analysis 

Mobile call graph properties 

Mobile call graph models 

User interactions 

Demographics 

Environment 

Epidemics 

How	do	mobile	users	interact	with	each	other?	

How	is	mobile	traffic	acAvity	
correlated	with	demographic	
traits	(age,	gender,	ethnicity,	
economic	level,	etc.)?	

How	does	the	environment	geography	
(distance,	urbanizaAon	level,	land	use,	
points	of	interest,	special	events)	affect	
mobile	communicaAon	among	individuals?	

Can	mobile	traffic	acAvity	help	us	understanding	
and	modeling	the	dynamics	of	contagious	diseases?	

User interactions 

Demographics 

Environment 

Epidemics 
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Social	analysis	(II)	

•  Example:	environment	
–  Intertwining	of	land	use	and	mobile	traffic	ac$vity	

17 

1.	Mobile	traffic	signature	
at	one	loca$on	
	

•  metric	

•  temporal	
							support	

•  (filtering)	

•  normaliza$on	

2.	Pairwise	signature	
distance	measure	

3.	Signature	clustering	
algorithm	

aggregate	call	and	
text	traffic	volume	

one	week	

none	 median	
hourly	
volume	standard	score	

agglomeraAve	
hierarchical	clustering	

linkage	with	average	
distance	(UPGMA)	

minimum	skewness	
stopping	rule		

+	
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Social	analysis	(III)	

•  Example:	environment	
–  Case	studies:	10	major	ciEes	in	France	and	Italy	

18 

ciEes	

profiles	

different	baseline	
mobile	traffic	

demand	across	
(culturally	similar)	

countries	

residen2al	signature	in	Italy	

residen2al	signature	in	France	
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Social	analysis	(IV)	

19 

ciEes	

profiles	

1.	somehow		
						constant	load	
						with	morning		
						peak	

2.	high	workday	
					weekend	raAo	

typical	(country-independent)	office	signature	

Turin,	Italy	Milan,	Italy	

1	
2	
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Social	analysis	(V)	

20 

ciEes	

profiles	

Paris	metro	sta2on	signature	

1	

train	sta2on	
signature	

2	

1.	AM-PM		
					commuAng		
					behavior	
2.	acAvity	mostly	
					during	PM		
					commuAng	

French	mall	signature	

Lyon	
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Social	analysis	(VI)	

•  Example:	environment	
–  Building	accurate	land	use	maps																																											
from	mobile	traffic	data	

–  Compara$ve	evalua$on	[1,2]	
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[1]	Soto	et	al.,	ACM	HotPlanet	2011;	[2]	Cici	et	al.,	ACM	MobiHoc	2015		

Milan	

Turin	

f-score	of	coverage		
and	entropy	

ground	truth	
of	land	use	
provided	by	

municipaliAes	



Mobility	analysis	
And	popula$on	es$ma$on	

4	
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Mobility	analysis	(I)	

•  Extrac2ng	mobility	informa2on	from	mobile	traffic	
–  Physics,	sociology,	transporta$on,	networking,	epidemiology		

23 

Which	are	the	fundamental	laws	that	drive	
human	movement?	How	to	model	them?	

Can	we	infer	transportaAon	staAsAcs	
(road	traffic	levels,	travel	Ames,	road	
accidents,	commuAng	paNerns)	from	
mobile	traffic,	and	how	this	helps	
planning	transportaAon	systems?		

Is	mobile	traffic	data	a	reliable	
source	on	which	to	run	mobility	
analyses?	

Mobility analysis 

Human mobility 

Fundamental laws 

Transportation systems 

Validation Human mobility 

Transportation systems 

Models 

Validation 
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Mobility	analysis	(II)	

•  Example:	transporta2on	systems	
–  Es$ma$ng	citywide	inhabitant	density	
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1.	mobile	traffic	ac$vity	is	not	used	
directly	[3,4],	but	to	compute	presence	

2.	filtering	based	on	land	use,	day	type	and	hour		

presence	shows	
much	higher	
correlaEon	to	
census	data	

presence	shows	
much	higher	
correlaEon	to	
census	data	

yet	it	sEll	is	fairly	noisy	

residenEal	land	use	

overnight	
hours	

[3]	Deville	et	al.,	PNAS,	2014;	[4]	Douglass	et	al.,	EPJ	Data	Science,	2015		



Mobility	analysis	(III)	

•  Example:	transporta2on	systems	
–  Es$ma$ng	citywide	inhabitant	density	

25 M.	Fiore	–	Mobile	Traffic	Data	Analy$cs	 AlgoTel	|	May	25,	2016	

3.	fiing	to	a	power	rela$onship	[3,4]		 4.	characterizing	remaining	outliers	

[3]	Deville	et	al.,	PNAS,	2014;	[4]	Douglass	et	al.,	EPJ	Data	Science,	2015		

populaEon	density	 presence	
presence	shows	
much	higher	
correlaEon	to	
census	data	

most	outliers	are	
due	to	border	

effects	induced	by	
the	spaEal	
tessellaEon	

others	outliers	appear	in	
peripheral	areas	of	ciEes	

census	is	2011!		 5.	verifying	model	generality	

very	similar	fiPngs	in	different	urban	areas,	
cross-checking	shows	that	a	single	model	works	across	ciEes	



Mobility	analysis	(IV)	

•  Example:	transporta2on	systems	
–  Es$ma$ng	citywide	populaEon	distribuEon	over	Eme	

26 M.	Fiore	–	Mobile	Traffic	Data	Analy$cs	 AlgoTel	|	May	25,	2016	

6.	extending	the	model	to	day	hours	

challenge:	no	ground-truth,	can	
esAmate	α	and	β	overnight	only!	

presence	shows	much	higher	
correlaEon	to	census	data	

model	parameters	α	and	β	are	linear	
funcEons	of	the	users’	average	acEvity	 consistent	through	evening-night	hours	

these	mobile	traffic	
variables	enable	a		
day-long	esAmaAon	

populaAon	density	
becomes	a	funcAon	
of	presence	and	
average	acEvity	



Networking	analysis	
And	mobile	demand	profiling	

5	
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Networking	analysis	(I)	

•  Adap2ng	network	design	to	the	mobile	demand	
–  Networking,	sociology	

28 

Network analysis 

Mobile demand 

Aggregate access network traffic  

Individual access network traffic 

Technologies 

Networking solutions 

Marketing solutions 

Privacy solutions 

How	do	mobile	subscribers	consume	
network	resources	over	Ame/space?	
Can	we	model	and	anAcipate	the	
resulAng	demand?	

How	do	we	leverage	knowledge	
extracted	from	mobile	traffic	data	
to	improve	the	mobile	network?		

Mobile demand Technologies 
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“ “ 
“ 

Networking	analysis	(II)	

•  Example:	mobile	demand	
–  Aggregate	access	network	traffic	profiling	

29 

Network analysis 

Mobile demand 

Aggregate access network traffic  

Individual access network traffic 

Technologies 

Networking solutions 

Marketing solutions 

Privacy solutions 

Mobile demand 

Aggregate access network traffic  

“ 
1.	iden$fy	profiles	of	typical	user	demand	
	

at	which	Ames	is	network	capacity	consumed	in	
comparable	ways?	
	

2.	by-product:	pinpoint	
outlying	network	usages	
	

when	do	unexpected	network	capacity	
consumpAon	emerge	and	why?	
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Networking	analysis	(III)	

•  Example:	mobile	demand	
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1.	Mobile	traffic	snapshot	
at	one	$me	instant	
	

•  metric	

•  temporal	
							resolu$on	

•  spa$al	
							aggrega$on	

2.	Pairwise	snapshot	
distance	measures	

3.	Signature	clustering	
algorithm	

selecAon	of	call,	text,	
	data	traffic	volume	

one	hour	

regions	from	
spaEal	profiling	

demand	volume	

demand	geographical	distribuEon	 +	
top-10	score	
combining					
8	different	
stopping	rules	

UPGMA	



Networking	analysis	(IV)	

•  Example:	mobile	demand	
–  Case	studies:	major	ciEes	in	France,	Italy	and	Ivory	Coast	
–  Shared	(expected)	profiles...	
				1.	working	hours	
					2.	evening/weekend	
					3.	night	(diverse)	

–  ...	but	unexpected																																																															
profiles	exist!	
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commuEng	profile	

Paris	

Milan	

nightlife	profile	

Lyon	

1	 1	

1	

2	 2	

2	

3	 3	

3	



Networking	analysis	(V)	

•  Example:	mobile	demand	
–  A	limited	set	of	profiles	captures	all																																											
major	dynamics	in	network	usage...	

–  ...yet	there	are	outliers!	
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1.	Training	(sub-)dataset								typical	week	profiles	
2.	Test	(sub-)dataset															k-means	of	each	snapshot	
																																																				on	k	iden$fied	profiles	
	

Test	snapshots	are	outliers	if	they	are	distant	from	the	
expected	profile	for	that	hour	of	the	week	[3,4]	

[3]	Keralapura	et	al.,	ACM	MobiCom	2010;	[4]	Shafiq	et	al.,	ACM	SIGMETRICS	2011	

Halloween	night,	Milan	patron	saint	day,	opening	of	opera	
season	at	“La	Scala”	theater,	Christmas	holidays	and	
events,	several	public	holidays,	several	football	matches	of	
AC	Milan	and	Inter	Milan,	one	collecAon	probe	crash,	etc.	



Networking	analysis	(again)	
But	a	different	case	study:	privacy	

6	
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Networking	analysis	(VI)	

•  Example:	technologies	
–  enhancing	user	privacy	in	trajectory	datasets	

34 

Network analysis 

Mobile demand 

Aggregate access network traffic  

Individual access network traffic 

Technologies 

Networking solutions 

Marketing solutions 

Privacy solutions 

Technologies 

Privacy solutions 
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“ 

“ 

“ 
“ 

1.	datasets	of	mobile	user	trajectories	are					
cri$cal	to	run	studies	at	scale,	in	many	
disciplines		
	

e.g.,	needed	for	most	“mobility”	analyses	
	

2.	yet	their	disclosure	can	raise													
privacy	issues	
	

e.g.,	may	lead	to	user																																															
re-idenAficaAon?	



Networking	analysis	(VII)	

•  Example:	technologies	
–  mobile	user	trajectories	are	highly	unique	[5]	

–  uniqueness	≠	re-idenEficaEon...	
							...but	it	is	a	first	step	towards	it	[6]	

–  GeneralizaEon	is	the	legacy	approach	to	tackle	record	
uniqueness	in	databases...	but	it	is	extremely	expensive			
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five	random	
points	

pinpoint	95%	
subscribers	

...	in	datasets	
with	millions	
subscribers!	

14-hour	&	
13-cell	
accuracy	

(assuming	knowledge	of	
just	five	random	points)	

20%	of	users	
sEll	unique	

data	uElity	is	
disrupted!	

[5]	De	Montjoye	et	al.,	Nature	Scien$fic	Reports,	2013;	[6]	Riederer	et	al.,	ACM	WWW,	2016	



Networking	analysis	(VIII)	

•  Example:	technologies	
–  measuring	the	anonymizability	of	trajectories	in	a	dataset	

–  GLOVE	leverages																																																																																
a	specialized																																																																					
generaliza$on	

36 

for	most	users,	it	is	easy	to	
find	other	users	with	similar	
pajerns	“on	average”...	

...but,	with	a	long	tail		of	
temporally	diverse	samples!	

anonymized	dataset	
accuracy	(space	and	Eme)	

under	suppression	
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