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Outline

= Embarrassingly quick intro to mobile traffic data
— The why and what of mobile traffic data [Part 1]

- Some (contextualized) research examples

— Classification of a multi-disciplinary literature [Part 2]
— Overview through case studies
@ land use detection

@ dynamic population estimation [P art 3-6]
@ mobile demand profiling
@ privacy of subscriber trajectory databases

— References
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Context ()

* The surge of mobile activity...
Who doesn’t own a smartphone today?

— Mobile devices popularity rises them to status symbols
= Mobile apps and services are driving societal changes

...and some collateral effects of our interest

@ Digital activities are easily tracked and recorded
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human behavior at g 10 e I a———
. ?101 i . . . . ee e
huge spatiotemporal | il ™[ Lmonth® L
5Ca IeS 101& S §° Qo‘lb O \‘7/ Q\ID‘ (;0"/ > .QI’. Qo‘lb Q:Q 0»3/ N\
v Y P v D v v v
@ICI\ M. Fiore — Mobile Traffic Data Analytics AlgoTel | May 25, 2016




US behaviorally targeted

CO ntEXt ( I I ) g:line ad spending (08-14)

10.7%
3.3%

:

 Relevance of mobile traffic data |

4.8%
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— Mobile service providers

N
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-
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15.4%
5.4%

* new service models, e.g., LBS

) ] ] Fu-w
* tailoring of services (and ads) to users
* reselling of (aggregate?) data to third parties z

~
o
b

— Mobile operators ——

* huge challenge in accommodating the demand ¢

* understanding subscribers can entail better 10 F
network design and resource management |

o (£
— Research community C-RAN, SDN, NFV

* multiple disciplines: studies can be run-atscale
on very large populations of individuals

(impossible with traditional approaches) & %@Q’ & ,9@ S
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Mobile trafﬁc data collection (1)

client-side - R — N i
— operator-side
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Internet &
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connected devices
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Mobile trafﬁc data coIIectlon (II)

=[]0

mobile devices
(D]

ol
femtocells

\L

cellular APs

connected devices

RNC probes
Monitor signaling related to Radio

Resource Control (RRC) operation.
Fine-grained state changes at each
mobile device, e.g.

e attach and detach operations

» start and conclusion of sessions §#
* allHO and LU events

Plus, record key performance
indicators on data transmission,

such as the uplink and downlink
throughput experienced by devices.

@ maximum positioning precision

@ not supported by all equipment
large number of probes

Location
Area
boundary
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Mobile traffic data collection (llli)

MSC probes
|:| 0 Similar to RNC probes, but only in
moble devices the circuit-switched (CS) domain.
) Same type of information as RNC
ol probes, but
\ Iirpitfed t.o voice/t.exting | %),
c. missing information on events | ; J
managed locally by RNC, e.g., internet &
intra-RNC HO netrs

connected devices

@ fair positioning precision Gi
fair number of probes B

@ only voice/texting information

SGi

Location i j Lo .| CGF
Area ' ! i
boundary
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Mobile traffic data coIIectlon (IV)

GGSN/PGW probes
Monitor data transiting by packet-switched (PS) domain gateways in
order to reach the Internet. For each data traffic session of every
device, record Packet Data Protocol (PDP) Context information:
device identifier
session start and end time

traffic volume

type of service (at different levels of detail, from transport internet &
protocol, to service type, up to precise application) | networks
These probes can also store device locations, corresponding to the -
cell where the device last updated its PDP Context from. They
monitor Authentication, Authorization and Accounting (AAA)

procedures triggered by PDP Context updates passing by GGSN/PGW.

@ detailed information on IP traffic
very large areas (e.g., countries) covered by a few probes

@ no voice/texting information
stale view of device Iocatlon (infrequent PDP Context updates)
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Mobile traffic data coIIectlon (V)

CGF probes e

D Monitor information stored for billing esce T
100 | . ) a
mobile devicas purposes, i.e., so-called Call Detail
@ Records (CDR). These include, for |
o each device activity: omsc
emoces device identifier )

ﬁms start (and p055|bIY ejnd) time ._@ J

cell where the activity starts (and HLR

possibly ends) P

connected devices { type of activity: voice, texting, data

Internet &
; external
_______ . : networks

(possibly including traffic volume)
In some rare cases, these probes can
also record HO information.

@ typically one single probe
readily available, well formatted
acceptable positioning precision

® no precise traffic information
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Mobile traffic data collection (VI)

 Takeaway messages
— Not all mobile traffic datasets are created equal!

— The quality of mobile traffic datasets is increasing
* new probes, more extensive deployments in both RAN and CN

— The availability of mobile traffic datasets is growing

e operators become more open-minded

orange
* challenges are great occasions to access datal ‘4 A

i challenge
C BIGDATACHALLENGE2015 Eeor o
¢ Ldved

— Here, we are only considering “half of the world”

Nokia Mobile Data Challenge

 client-side mobile traffic data is an MIT Reality Mining

equally rich source of knowledge
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Literature classification

* A highly multidisciplinary research field

— Mobile traffic data is used in many domains (with overlaps)

[ Mobile traffic analysis }

v v vi
[Social analysis ] [ Mobility analysis metv,ork analysis

IV-D V-A V-C VI-A L
Demographi ics mmoblllty Validation.| [ iobile demand ] Technologies
IV-A =
IV-B
User i ctions Environment [Transportatlon aystems] VI-B1 /—/
\ V- [ Networking solutions ]
IV-A2 VI-AL VI-B2
[ Mobile call graph models ] VAL VA2 [Aggregc te access network traffic ] [ Marketing solutions ]

IV-AL VI-A2
[ Mobile call graph properties [Fundamental Iaws] [Models Individual access network traffic ] V"B3[ Privacy solutions
— )
Physics
Sociology
Epidemiology

e S
«r IIQTI\ M. Fiore — Mobile Traffic Data Analytics AlgoTel | May 25, 2016




M. Fiore — Mobile Traffic Data Analytics AlgoTel | May 25, 2016 1 5



Social analysis ()

* Relating mobile traffic and social features
— Physics, sociology, epidemiology, networking

How do mobile users interact with each other?

How is mobile traffic activity
correlated with demographic
traits (age, gender, ethnicity,
economic level, etc.)?

Epidemics

- il

User interactions Environment

How does the environment geography
(distance, urbanization level, land use,
points of interest, special events) affect

mobile communication among individuals?

[ Mobile call graph propertie Can mobile traffic activity help us understanding
and modeling the dynamics of contagious diseases?
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Social analysis (1)

e Example: environment

Social analysis

[ Demographics ] [Epidemics]

User interactions

[ Mobile call graph models]

[ Mobile call graph properties ]

— Intertwining of land use and mobile traffic activity

1. Mobile traffic signature 2. Pairwise sign

ature 3. Signature clustering

at one location distance measure algorithm
. aggregate call and
*  metric text traffic volume L > (sa(t) — pa) - (su(t) — 1)
teT
* temporal one week Pab = S (sall) — a)2 - |3 (50(8) — 113)?
support teT teT
: h
* (filtering) none Z"Ed'/a" agglomerative
. ourly hierarchical clustering
* normalization standard score Vvolume
\ v J linkage with average
’ , } distance (UPGMA)
I r " \ HRYRYRVRYRYAYS s ) “"’ M
) YERYERY \ | \ | i ™ I» MMMAM A minimum skewness
“Mon “Wed  Thu  Fri sat  Sun — stopping rule

@ICI‘
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Social analysis

Social analysis (l11)

[ Demographics ] [ Epidemics ]

User interactions

[ Mobile call graph models]

 Example: environment (ot <ol grap propercs
— Case studies: 10 major cities in France and Italy

VRN T e og e :
Qo,» d,w R «o,\, Q’O:» & C't,es 3[ r I 1 I ]

residential signature in France

1} l

cl2f i -1 ‘

C14: Mon Tue Wed Thu Fri Sat Sun

cl17} 3_ ] | | ] ] | T

cof residential signature in Italy
——— _ :

different baseline
mobile traffic
demand across
(culturally similar)
countries

Mon Tue Wed Thu Fri Sat  Sun
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, B SOCiaI analySiS (Iv) )

g’ ‘(’3;_\ B = S2[16]
Y | m OSM GT
2 e K
RN E®%%
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K - . ‘4 ,,fif_/;{l‘;*'//;#<»_r e 10 ) = NS
£ Mllan' Italy Turln, Italy i \\ : /‘ NI . N;—.;,«",/‘ e __,,;- =
i . '*"

0 0 A |
L typical (country-independent) office signature

1 il | A
n \ 1. somehow
3 constant load
with morning
peak

1 2. high workday
Mon Tue Wed Thu Fri Sat Sun weekend ratio
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Social analy5|s (V)

French mall signature

V4

VVedl Thu Fr

Satl Sun

train station
signature

|

|

Mon Tue

Wed Thu Fri Sat Sun =

3t

LA M | LA L Lt AL A0 AR AL AL AL AL MR |

]
Subway stations GT

Paris metro station signature

A
|

Mon

Tue Wed Thu

Fri

Sat

Sun

. AM-PM
commuting
behavior

2. activity mostly
during PM
commuting

AlgoTel | May 25, 2016



Social analysis (VI)

e Example: environment

Social analysis

[ Epidemics ]

[ Demographics ]

User interactions

[ Mobile call graph models]

[ Mobile call graph properties ]

H H By e e 7/ egen
— Building accurate land use maps PR R A R gl %
, _ SR i,
from mobile traffic data ground truth  EA=T%s :
of land use b s
— Comparative evaluation 121 providedby | @i b
municipalities S el
f-score of coverage CEE i
and entropy 8 u/ < £l
. Em SOTO  EEA CICI  EE MWS Milan o EEm SOTO EEA CICl BN MWS ’\‘\ \ \ //j/ / L;egae rslcr'\ess
o N 3 e 2 ::/ : "k’/-grjlenara
. ) bl \
0.5 \/IL L SR “1‘
004 _:Q_; e 3 - ?
i AP
PERPE S Wi LN
Turin P e -
w0} Jk;,\\’ g
o 0°\‘) o°\(’ (\@“) é‘i\?", cﬁee (’“’\ X 00\6 (\'@‘(’ \‘i\e’e / N N \\ iis
':C(\ s 9‘5\ o <& \)qe‘ v\f,(\"’ g@e‘\ QOQ\\\ o« ‘)Qo("}e o‘i\qé% LN

[1] Soto et al., ACM HotPlanet 2011; [2] Cici et al., ACM MobiHoc 2015
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Mobility analysis (1)

e Extracting mobility information from mobile traffic
— Physics, sociology, transportation, networking, epidemiology

[ Mobilit lvsi Which are the fundamental laws that drive
Obifity analysis human movement? How to model them?

}\

Human mobility Validation WI Is mobile traffic data a reliable

source on which to run mobility
analyses?

Can we infer transportation statistics
(road traffic levels, travel times, road

[ Fundamental IawsJ [Models} accidents, commuting patterns) from
mobile traffic, and how this helps
planning transportation systems?
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Mobility analysis

Mobility analysis (11)
O I I y a a ySIS [Human mobility] [Validation]
|
¢ Example: transportation systems [ Fundamental laws | ( Models |
— Estimating citywide
1. mobile traffic activity is not used 2. ﬁlterlng based on Iand use, day type and hour
directly 1341, but to compute presence = yain
o0 IN ouT -
PR ol | nli II w111
g °
210‘ e | » @é\&& & &“‘9\\0 \‘ﬁ o@ c§\°QQ & ’
é ° | ‘% I Presence W callin Smsin °
é 0O 4 80 4 8 {
HHHIIIIIIIIIIIIII"H
e
: < & & & o
" I|I IIIlI.IIIIIlIIIIIII
00 .5 ..10 oot

Log of the density QQ'- Q‘B’ \’\'«' \6' ,"p

[3] Deville et al., PNAS, 2014; [4] Douglass et al., EPJ Data Science, 2015
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Mobility analysis (Ill) ==

 Example: transportation systems (Fundamertaltaws) (Mot
— Estimating citywide inhabitant density

3. fitting to a power relationship 34 4. characterizing remaining outliers

population density presence
p O{O"B giiizn: AN i am i
. = : R SEnesiiinmne i, i AP an

—_— 10 = Z z \ | >7+ R S 11 b<:+
‘\é L - § T
ey
\95 8 Lo T et TN T e
% s b N\ I + +\ . .
g 6f TN
5 0 z 0 z appeo Hé\
g 4 pberipnerail aredas G z N I N
§ ool outliers
% o - Il inliers n N o )
2 2F, —— RANSAC 5. verifying model generality

. - = linreg
1 1 1 1

L very similar fittings in different urban areas,
log of the presence density (presence/km?y  Cr0SS-checking shows that a single model works across cities

[3] Deville et al., PNAS, 2014; [4] Douglass et al., EPJ Data Science, 2015
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Mobility analysis (1V)
[ Human mobility] [Validation ]
i
 Example: transportation systems (Fundamertaltaws) (Mot
— Estimating citywide population distribution over time

6. extending the model to day hours

challenge: no ground-truth, can | these mobile traffic
estimate a and 3 overnight only! . variables enable a
097 1.5 . .
Y o day-long estimation
%o, °
) ° . .
= 0.95} ) <13p 9 population density
, o 940® becomes a function
by=096 O Jb°ba=1.15
4;=-073 © 4, = 6.69 of presence and
0.93% ; , L , , average activity
0.000 | 0.025 .0.050 0.000 0.025 0.050
A (call/person) A (call/person)

consistent through evening-night hours
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Networking analysis (l)

* Adapting network design to the mobile demand
— Networking, sociology

How do mobile subscribers consume
network resources over time/space?
Can we model and anticipate the

resulting demand?

[ Network analysis ]

Mobile demand

How do we leverage knowledge /
extracted from mobile traffic data /_/
to improve the mobile network? __ / [ Networking solutions ]
-
[Aggregate access network traffic ] [Marketing solutions]
[ Individual access network traffic } [ Privacy solutions}
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Networking analysis (ll)

 Example: mobile demand
— Aggregate access network traffic profiling

1. identify profiles of typical user demand

at-which times is network capacity consumed in

comparable ways? [ Network analysis ]

2. by-product: pinpoint
outlying network usages Mobile demand [Technologies ]

/_/

[ Networking solutions]

when do unexpected network capacity
consumption emerge and why?

Aggregate access network traffic [Marketing solutions]

[ Individual access network traffic } [ Privacy solutions}
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Networking analysis (lli)

Mobile demand

Technologies

[ Networking solutions ]

o Exa m ple: mObIIe dema nd Aggregate access network traffic Marketing solutions
[ Individual access network traffic }
1. Mobile traffic snapshot 2. Pairwise snapshot 3. Signature clustering
at one time instant distance measures algorithm
. ri selection of call, text, .
metng data traffic volume Wi
ij
° (fU'.Z — 1}?)2
temporal one hour ez\V; — Uj
resolution ' demand volume
* spatial regions from . ,Vi=) vf
aggregation spatial profiling VS cn (03/Vi =2 /V;)? =

demand geographical distribution

top-10 score
combining

8 different
stopping rules
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Network analysis

Networking analysis (IV)

Mobile demand

Technologies

[ Networking solutions ]

* Example: mobile demand (i i)

— Case studies: major cities in France, Italy and Ivory Coast

Aggregate access network traffic

[ Individual access network traffic J

— Shared (expected) profiles...

1. working hours
2. evening/weekend

3. night (diverse) 3 e
. but unexpected
rofiles exist! : : : : :
P nightlife profile commuting profile
Sunday Eg;«.
EEEE EEE B
P [III NN 5
Llll NN
Monday i f... ... | | | | \ . | .
20 | Lyon 0 4 8 12 16 = | Paris

Time of the day Time of the day
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Networking analysis (V)

om1..-

ll..llllllll
mM
20/12

 Example: mobile demand

— A limited set of profiles captures all
major dynamics in network usage...

..yet there are outliers! %4
1. Training (sub-)dataset typical week profiles 5 o
2. Test (sub-)dataset k-means of each snapshot ERaEEEEEEAE
on k identified profiles : BPGRRRLRRIER
Test snapshots are outliers if they are distant from the o B

expected profile for that hour of the week 3:4

Halloween night, Milan patron saint day, opening of opera
season at “La Scala” theater, Christmas holidays and

HEN
HEN
HER
N -
events, several public holidays, several football matches of oo N VBB
] . ) (111 EEEEEEE
AC Milan and Inter Milan, one collection probe crash, etc. il | B . ‘ EENEEEEE

Time of the day

[3] Keralapura et al., ACM MobiCom 2010; [4] Shafig et al., ACM SIGMETRICS 2011
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alysis (again)
case study: privacy
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Networking analysis (VI)

 Example: technologies
— enhancing user privacy in

1. datasets of mobile user trajectories are

critical to , in many
disciplines [ Network analysis ]

e.g., needed for most “mobility” analyses /_/\

2. yet their disclosure can raise [ Mobile demand ]

e.g., may lead to user /_/
re-identification? [Networking solutions]
[Aggregate access network traffic ] [Marketing solutions]
[ Individual access network traffic } J
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Uniqueness of traces

Networking analysis (V
o Example: technologies (Aggregate asgk_ti [Nerworké—;ga:e:::n:jumns

[ Individual access network traffic J ‘

— mobile user trajectories are highly unigue 1]
~|0.7o—-I'Uniquelnessoftraces[é‘] 14-h0ur &

13-cell
| accuracy

data utility is
disrupted!

e 1s(h)1=1
M (S(/,)l<2

Spatial resolution [v]

2 3 4 5 [0, 0 ~=
Number of spatio-temporal points 0 | L f— : 20% of l:lsel' S
o [ o o ° 1 5Tempt;'al resoﬁ:tion [r11]1 Sﬂ” unlque
— uniqueness # re-identification... |
...but it is a first step towards it [®! (assuming knowledge of

just five random points)
— Generalization is the legacy approach to tackle record

uniqgueness in databases... but it is extremely expensive
[5] De Montjoye et al., Nature Scientific Reports, 2013; [6] Riederer et al., ACM WWW, 2016
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Networking analysis (VIII)

 Example: technologies

— measuring the anonymizability of trajectories in a dataset

1 0.09 0.17 1
o8l | —  d4d-civ 08
o - d4d-sen
n 0.6 L 06
O 0.4 2 S
0.4 .
0.2
4 0.2 — wrfr
% 0.1 0.2 03 0.4 —  wes
A2
——— — 25 ‘ —
— GLOVE leverages ., ||  —— Medn ¢ 90m — Median
. . o\'_o' 6h-8Km — Mean 'o\—o' 20 ........... . .—. Mean -
a Speclallzed E‘ 10 ........... 6h-10Km . . 25_75 %ile E : : : 25_75 %i]e
S g ¢ & 6t 15Km S 15/ N\ I T
generalization 5 40K 5
] 6 1 _6h-80Km - 10| B SR WA W Thoss
S 4 9 i
. [\Y] «
anonymized dataset 3 o g °
accuracy (space and ﬁme) - (0] l -------- Original ° 0 Orlglnal
under suppression 0 1 2 3 4 5 6 7 0 20 40 60 80 100 120 140
Position Accuracy [Km] Time Accuracy [min]
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